Covert Audio
Technical Surveillance

BURST & TMVWB Systems
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Very good quality
They aren’t brand new, so widely spread in Europe

Affordable and available on the commercial market

W VWV

Easy to detect with proper tools and procedures
4 Introducing

» The need for new designed equipement in TSCM

» A new approach in TSCM procedure
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Pulse Audio Monitoring System
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» Low Probability of Interception

» Low power consumption

[ Origin
» Russia

» Manufactured by SET-1 (www.set-1.ru)
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http://www.set-1.ru
http://www.set-1.ru

Transmitter

Receiver

Remote
Control
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Transmission of audio intelligence via radio channe

TX. Step by step accumulation of audiodata in the
internal RAM followed by rapid rate packed RF
transmission of the stored datas.

RX. Reception of data packets, error correction, packet
merging and digital to analog converstion.

RC. Control over transmitting power, sampling rate,
duration and packet reoccurrence interval.
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VWV VYV

Output power (selectable): 50 - 350 mW,
Modulation: GMSK - BW: 12 MHz (-20dB)

Packet duration (selectable): 30 - 250 milliseconds
Packet reoccurrence interval (selectable): 1,2 - 26 s.
Power supply: 3,6 -4,6 v

Current comsumption: standby: 250 pA, storage: 15mA,
packet transmission (max output); 500 mA

Dimensions: 137 x 30 x 10 mm
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» Current consumption: > 180 mA

» Dimensions: 170 x 70 x 35 mm

» Connexions for:

= Antenna
= Headphone
= External power supply (9 V, 300 mA)

= Recorder
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» Carrier frequency: 433,920 +/- 100 KHz
» Power supply: 4 x AAA

» Dimensions: 100 x 51 x 18 mm
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Packet
Duration

L1 30 mS
L2 2,4 3,2 4,7 6,5
L3 4,7 6,5 9,4 13
L4 9,4 13 18,8 26
- 22 KHz 16 KHz 11 KHz 8 KHz

. Packet Duration (ms)
D: Sampling rate of the A-D converter
xX: Packet succession period (s)
P: Tx output (250 - 450 m\W)

o
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= RF wide band & fast receivers with wate
= TSCM dedicated equipments - Oscors, Raptor, Merlin 3, SDR ?

= Fast near field detectors (Close to the active TX)

» Physical & Electronic search

= Visual & optimal search
= NLJD
= ASMD (if the TX mic is active - powered)
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® Detector - AMS ®RBwW : 30kHz
dBm RefLevel : -20 dBm Trigger Mode : Free Run VBW : 300 kHz File Name caw.002
Ref Offset: 0,0dB Trace - Max Hold ®5WT 100 ms Name : Analyzer
M1 M2 M3M 4 Ref Level : 20  dBm
-20 Tt 1 Range - 10 dB Adiv
Result Dee-
Averaging P
-30 Status
Channel Table 1.
Channel Lees
40 Center Frequency o 1.05GHz
Frequency Dffset 0 Hz
Span ;500 MHz
Ref Offset . 0,0 de
-50 RF Attenuator 0 dB
Preamplifier - Off
Dynamic Range . Low Distortion
£0 - RF Input 50 Ohm
'|| VSwh-Bridge - No Bridge
RBw : 30 kHz
WVBW :300  kHz
-70 SWT 2100 ms
Trace Mode - Max Hold
Trace Math - Off
80 Detector - AMS
i Trigger Mode : Free Run
M Trigger Level Lee-
Trigger Delay
Lower Limit Leee
External Reference : Out Of Range
100 Transducer Dee-
Transducer [dB) R
Date - 1010/2011
Time 210:23:20
-110 Instrument - FSH26 - 100673
Operator cAPL Jac
Markers
120 A M1 : 935 MHz : -83,16 dBm
M2: 9616666667 MHz : -89,80 dBm
Start Frequency : 800  MHz Stop Frequency: 1,3 GHz M3 1.05GHz : -53,77 dBm
Analyzer Center Frequency : 1,05 GHz Span 500 MHz t4: 106833333333 GHz : -74.23 dBm
AURORA 3SPAN 500MHz
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Line : -70,00 dBm ® Detector - RMS ®RBwW: 30kHz
dBm RefLevel : -20 dBm Trigger Mode : Free Run VBW : 300 kHz File Name - aw.001
Ref Offset: 0,0dB Trace : Max Hold ®5WT 100 ms Name - Analyzer
M1 M2 M2 Ref Level : 20  dBm
-20 T T T Range - 10 dB Adiv
Result Dee-
Averaging P
-30 Status
Channel Table 1.
Channel Dee-
40 Center Frequency o 1.05GHz
Frequency Dffset 0 Hz
Span 2100 MHz
Ref Offset . 0,0 de
-50 RF Attenuator . 0 dB
Preamplifier - Off
Dynamic Range . Low Distortion
£0 RF Input 50 Ohm
w YSWR-Bridge : No Bridge
RBw : 30 kHz
| WVBW :300  kHz
-70 i SWT 2100 ms
Trace Mode - Max Hold
Trace Math - Off
80 —+ -l Detector - AMS
Trigger Mode : Free Run
Trigger Level Lee-
Trigger Delay
-30 Upper Limit
Lower Limit Dee-
External Reference : Out Of Range
100 Transducer Dee-
Transducer [dB) R
Date - 101072011
Time 2 10:21:03
-110 Instrument - FSH26 - 100673
Operator cAPL Jac
Markers
120 ' M1 1,0083333333 GHz : -79,08 dBm
tM2: 1,0486666667 GHz : -60,23 dBm
Start Frequency :1  GHz Stop Frequency: 1,1 GHz t3: 10866666667 GHz : -80.00 dBm
Analyzer Center Frequency : 1,05 GHz Span 100 MHz
AURORA SPAN 100MHz
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< EM100

File Control Configuration View Extras Help

O M | Rec | ~| & S o [File (PC)

[sokHz  w|BFO [1000Hz = -3 |Select File

B-¥RBI-EB B @ |

1049.000000 MHz - & 7By
unknown v | 1048.250 ... ¥ | Tune -11.7 dBpv IPE'C"K 'I N v 3.9 kHz
RF-Spectrum 400.000000 MHz 257 ms per Scan [ 4 Scan/s]

PSCAN Start: |900.000000 MHz  Stop: |l300.000000 MHz Step: ISU.OUU kHz AFC
=

<900.000 [MHz] 1000.000 1049.000 1100,000 1200.000 1300.000 »

Resolution: 10 Lines per s [Time controlled] B (& Z
=1}
25

...... F

75

Configuration: L2-D2
Sampling: 16 KHz

Packet succession: 3,2 s 0
Packet duration: 58 ms

'
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-25

v 42_
[EM100 [100,000000 MHz | RUNNING Mode: PSCAN &
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< EM100

File Control Configuration View Extras Help

OFm >| Rec | ~| & 3 4 |File (PC) |

[s0kHz  v|BFO [1000H2 = o3 |Select File

B-¥RBEI-EB B @ |

' - [17 =] Mt » (150
PSCAN Start: |900.000000 MHz  Stop: I 1300,000000 MHz Step: ISO.DOO kHz 1049'000 000 M HZ v = =
unknown v | 1048.250 ... ¥ | Tune -11.7 dBuLV |PEAK 'I N v 3.9 kHz
RF-Spectrum 400.000000 MHz 263 ms per Scan [ 4 Scanjs]

AFC
=

I | |
<900.000 [MHz] 1000.000 1049.000 1100000 1200.000 1300.000 »
= _Waterfall 2011-10-10 14:06:23 Resolution: 10 Lines per s [Time controlled] B |[7&
- 1 1l . .:
2 2_ ' 'II !

4— . L I 1 i

>
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a
_B5

s

75

B R

16_ |
' Configuration: L4-D4
Sampling: 8 KHz
Packet succession: 26 s
Packet duration: 231 ms
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EM100 |100,000000 MHz | RUNNING [Mode: PSCAN @
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TMVWB Audio Monitoring Syste
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VWV Ve

4

Low Probability of Interception
Versatile and modular by rerouting the signal
Extremely low power consumption (1 x 9 V batt. = 500 h)

«Old» product, widely distributed. Constantly upgraded

[ Origin

4
4

Italy
Manufactured by BEA (www.beanet.it)
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Omega 1 Master

Docking station
o m r'n,/\\

-

Phone Line
Interface

RF Repeater

-~
.

TX Omega 1T RX Modulo
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VWV V.V

Transmission of audio intelligence via radic

TX. UHF, TMVWB transmitter with RC receiver

RX. Local listening base. Docking station for RX modules
RC. Control over On/ Off, power adjust., mic tone & gain

Complementary options for rerouting the signal

Phone line interface server
RF repeater

Cellular network interface

LJM Tech. Support
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» Audio dynamic range: 60 dB
» Power supply: 4 -12 V or external power supply (12V)
» Consumption: standby:0,5 mA, transmit:depend of power
» Dimensions: 41 x 17 x 7 mm without antenna
Voltage |Output power| Range |Consumption

4V 04 mW X 1,1 mA

oV 16 mW 2X 1,5 mA

9V 50 mW 3X 2,0 mA

12V 200 mW oX 3,0 mA

LJM Tech. Support 20
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VWV VW

Sensitivity: - 90 dBm
Audio bandwidth: 50 Hz - 5 KHz |
Freq. Shift compensation (* 3 MHz) + Notch filter

Power supply: 8 - 14 VDC
Current consumption: 50 mA
Dimensions: 73 x 45 x 10 mm without antenna

To be integrated into the docking station Omega Master

LJM Tech. Support 21
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Front panel indications: R dBm), E

Control adjustement: Volume, REC and VOX gain

Current consumption: > 180 mA

Dimensions: 130 x 90 x 40 mm

W VvV VN

Connexions and control knobs for :

= Headphone, recorder and phone line
= External power supply (100-240 VAC - 12 VDC)

Power supply: 1,5 Ah rechargeable batt. or extern. supply

- $\.

LJM Tech. Support
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» Quantity of code: 9¢

» Features control :
= Mic ON/Off

= Tone transmission quality and mic. preamplification

= Mic output power

» Remotable functions: Via DTMF tones
» Power supply: 1,5 Ah rechargeable batt. or extern. supply

» Dimensions: 80 x 58 x 27 mm

LJM Tech. Support 23
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» RX sensitivity: - 90 dBm ‘3}':1 2

» Dimensions: 80 x 58 x 27

[ Phone line interface - Omega Server

Repeat the signal through a dedicated phone line

Power supply: 18 - 60 V = N

Line isolation: > 20 M Q

A A i <

Dimensions: 80 x 58 x 27

LJM Tech. Support 24
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Securely programmed using SMS or L

Many features can be programmed (Vox, motion detec ...)
Power supply: 6 -36 V
Consumption: 250 mA-12V

VWV V.V

Dimensions: 123 x 64 x 30 mm

LJM Tech. Support 25
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- pe (U
= RF wide band & fast receivers with waterfall display
= TSCM dedicated equipments - Oscors, Raptor, Merlin 3, SDR ?

= Fast near field detectors (Close to the active TX)

» Physical & Electronic search

= Visual & Optical search
= NLJD
= ASMD (if the TX mic is active - powered)

LJM Tech. Support 26
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® Detector - AMS ®RBwW : 30kHz
dBm RefLevel : -20 dBm Trigger Mode : Free Run VBW : 300 kHz File Name :om.000
Ref Offset: 0,0dB Trace - Max Hold ®5WT 100 ms Name : Analyzer
M1 M2 M3 Ref Level : 20  dBm
-20 T T T Range - 10 dB Adiv
Result Dee-
Averaging P
-30 Status
Channel Table 1.
Channel R
40 Center Frequency 2300 MHz
Frequency Dffset . 0 Hz
Span 50 MHz
Ref Offset . 0,0 de
-50 RF Attenuator . 0 dB
= Preamplifier - Off
Dynamic Range . Low Distortion
£0 RF Input 50 Ohm
YSWR-Bridge : No Bridge
RBw : 30 kHz
WVBW :300  kHz
-70 SWT 2100 ms
Trace Mode - Max Hold
Trace Math - Off
80 Detector - AMS
Trigger Mode : Free Run
Trigger Level Lee-
| Trigger Delay
90 st A w Upper Limit
Lower Limit Dee-
External Reference : Out Of Range
100 Transducer Dee-
Transducer [dB) R
Date - 101072011
Time 210:41:20
-110 Instrument - FSH26 - 100673
Operator cAPL Jac
Markers
120 ' M1: 2836666667 MHz : -30,12 dBm
M2:  299,3333333 MHz : -54,51 dBm
Start Frequency : 275 MHz Stop Frequency : 325 MHz t3: 314,3333333 MHz : -83,28 dBm
Analyzer Center Frequency : 300 MHz Span . 50 MHz
OMEGA 1 SPAN S0MHz
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® Detector - AMS ®RBW: 30kHz
dBm RefLevel : -20 dBm Trigger Mode : Free Run VBW : 300 kHz
Ref Offset: 0,0dB Trace - Max Hold ® SWT 100 ms
Pl 12 ik
-30
-40
-50
-60
70
-80
"L\,
-90
-100
110
120 -
Start Frequency : 290 MHz Stop Frequency : 310 MHz
Analyzer Center Frequency : 300 MHz Span . 20MHz

File Name - om.001
Name : Analyzer
Ref Level :-20 dBm
Range - 10 dB/Adiv
Result Dee-
Averaging
Status
Channel Table
Channel Lee-
Center Frequency 2300 MHz
Frequency Dffset . 0 Hz
Span 20 MHz
Ref Dffset 0,0 dB
RF Attenuator 0 dB
Preamplifier - Off
Dynamic Range . Low Distortion
RF Input 50 Ohm
YSWR-Bridge : No Bridge
RBw : 30 kHz
WVBW :300  kHz
SWT 2100 ms
Trace Mode - Max Hold
Trace Math - Off
Detector - AMS
Trigger Mode : Free Run
Trigger Level Lee-
Trigger Delay
Upper Limit
Lower Limit Leee
External Reference : Out Of Range
Transducer S
Transducer [dB) R
Date - 101072011
Time 210:41:44
Instrument - FSH26 - 100673
Operator cAPL Jac
Markers
tM1:  290,2666667 MHz : -84,33 dBm
M2 : 2994 MHz : -54,21 dBm
M3 309,2 MHz : -85,88 dBm

OMEGA 1 SPAN Z20MHz

LJM Tech. Support
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< EM100

File Contraol

Configuration Yiew Extras Help

O fFm ] Aec | =] ch. & S 4 |File (PC) > o ~ @
e e S e — B @388 | ~]
v 1 H = : elect File v
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- ! - =] Att » [15.0 | 150
PSCAN Start: |250.000000 MHz  Stop: [350.000000 MHz  Step: |50.000 kHz B = 300’000 MHz . E vo=H= “
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=
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63 ms per Scan [ 16 Scan/s]
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< >
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. [EM100 |100.000000 MHz | RUNNING Mode: PSCAN @
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< EM100

File Control Configuration View Extras Help

o =] | B
m BFO | 1000 Hz 3 Mo &

FFM Start: |250.000000 MHz ~ Stop: |350.000000 MHz  Step: |50.000 kHz g

IF-Spectrum 10000.000 kHz

(T
o 11]]1]“]"{““]]”[] r’\‘ml ni“\’l] ‘ﬂ 'IFTP W \]1]1”1'@"“]

294500 [ kHz] 400
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&
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=

Select File v g
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e ey 1]*1],1“‘{] AT \mm]\

|I|
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BEE

Fichiers = Réseau

200 | 17 =] Mt v (50| 150
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dBu PEAK v| [N v -2.7 kHz ~ BEC

50 ms per Scan [ 20 Scanjs) 10 MHz

304500

65 ms per Scan [ 15 Scan/s]
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Scan very quickly with good selectivity anc
Record data for replay with time & frequency read out

An analysis capability to identify/classify particuliar signals

h AR A <

Can be remotly controled (Ethernet, wireless networks)

[A The need to adapt our procedures

» A capability to analyse in differ mode
» A capability to analyse from a remote place (big challenge!)

» A capability to face new threats - GSM, Wifi, Bluetooth bugs

LJM Tech. Support 31
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« Thanks for your time &
attention »




